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INTRODUCTION

The Human Resources (HR) function is very
sensitive about privacy, as managing and
protecting the personal data of employees is
central to its role within the organisation. This
heightened level of awareness has led to many
HR-related questions and concerns surrounding
the impact of the General Data Protection
Regulation (GDPR). HR issues will bear much

of the weight of the GDPR and will serve as the
proving ground for many of its requirements.

Aiming to provide a harmonised facelift to the aging facade
of present privacy and data protection legislation, the
GDPR brings with it both familiar and new rules. Many
organisations are using the occasion to re-evaluate existing
practices and processes, and rightly so.

Learning organisations generate a large amount of data.
Some of this data is strategically valuable to companies

to mitigate risk, ensure a safe and compliant workforce
and show that the company is supporting the ongoing
development of its employees in an ever-changing world.
Very little data generated in learning and HR systems is not
‘personal data’. This means HR and Learning leaders need
to understand how data regulation applies to this data and
ensure that the platforms they run allow them to meet
these new obligations.

For example, asking each person in a company of 10,000
employees to complete five pieces of compliance training
or assessment each year will generate 250,000 pieces of
data over a five-year period.

It's not uncommon to have learning and performance
systems with tens or hundreds of millions of personal
data records. While data privacy and robust data policies
are not new, the new Regulation gives more rights to
individuals over personal data companies hold on them
and failure to apply the Regulation can bring far higher
fines than in the past.

Deloitte, both a Totara Partner and global professional
services organisation with recognised leadership in helping
organisations adapt to changing regulations, has provided
detailed guidance in this paper.
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FOR EXAMPLE,

asking each person in

a company of 10,000
employees to complete
five pieces of compliance
training or assessment
each year will generate
250,000 pieces of data
over a five-year period.

TOTARA SUPPORTS GDPR COMPLIANCE.
THE FUNCTIONALITY AVAILABLE INCLUDES:

+ Management of data policies

+ Clear consent statements and tracking of versions
+ User status management

+ Data anonymisation

+ Data purging

For more details please visit this online resource.



WHY GDPR AND WHAT
DOES IT CHANGE?

The goal of the General Data Protection
Regulation is to harmonise the patchwork of
national privacy and data protection laws across
the European Union and bring the protection of
personal data up to speed for the 21st century.

It will apply from 25 May 2018.

The GDPR emphasises and enhances individuals’ control
over their personal data - a pointillustrated by the
strengthening of existing individual rights. It also adds new
rights such as the right to data portability. By enshrining
concepts such as data protection by design and default as
obligations, the GDPR aims to not only change mindsets,
but also project management and software development
methodologies so that privacy is no longer treated as

an afterthought. For example, determining if a data
protection impact assessment must be performed for

a new learning management platform, or what clauses
should be added to the contract with a new payroll services
provider will become common practice (and mandatory)
considerations from the beginning of the project.

Organisations are changing rapidly in response to this
paradigm shift. Building records of processing activities
is quickly becoming a cornerstone of GDPR compliance.
Documenting actions and decisions is a practice that is
winning ground as a means to increase accountability.
The expansion of the territorial scope of EU data
protection law now sees many global organisations
determine whether they fall within its grasp. Expanded
powers for supervisory authorities, such as the power
to perform audits and inspect facilities (coupled with the
potential for severe fines) have significantly increased the
stakes. Consequently, many more organisations will find
themselves appointing data protection officers.

While broad in scope, the sweeping harmonisation of
the GDPR is not without its limits. Notably, the GDPR
also leaves space for specific labour laws to apply, and
for works councils to be involved in sensitive matters.
So specific rules that already apply for processing
employees’ personal data will remain in place.

This paper will discuss several of the GDPR's main
obligations and contextualise these within an HR
environment: transparency obligations, data subject
rights, records of processing activities, data processing
agreements, data breaches, data protection officers,
and data protection impact assessments. The specificity
of consent in the context of employment will also be
highlighted.

WHAT DOES THE GDPR
PROTECT EXACTLY?

The General Data Protection Regulation applies
to the processing of personal data, be it wholly
or partly automated. Manual processing can be
covered as well, provided the personal data is,
or will be, part of a filing system (for example,
processing hard copy employee files).

Understanding that the GDPR applies to automated
processing and, in some cases, manual processing of
personal data begs the question:

“What is processing, and what is personal data?”

Broadly speaking, any operation performed on personal
data qualifies as processing, be it collection, sharing,
structuring, erasing, destroying, consulting or organising.
Collecting contact details through online forms, capturing
personal assessment details during interviews, destroying
employee records... are all examples of actions that may
qualify as processing activities. Consequently, all these
activities must abide by the rules and principles of

the GDPR.

For an activity to qualify as processing, it must of course
involve personal data. The GDPR defines personal data
as any information relating to an identified or identifiable
natural person. This is a broad concept that covers

a wide range of information. It includes individuals’
names, location information, contact details, financial
details, employment history, assessment results, health
information, political affiliations, statements about

a person - both objective and subjective, billing
information etc.
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As a rule of thumb, if information relates to an individual
- on account of its content, purpose or result - then it
probably constitutes personal data. Information can

be manifestly about a person, e.g. results of a medical
check-up. Information can also be used with the goal to
evaluate a person, e.g. results of specific assessments or
evaluations.

Put simply, if you can identify who that information
relates to - be it directly because of a name, or indirectly,
when using other details - that information will qualify as
personal data.

The GDPR also identifies special categories of personal
data, often referred to as sensitive personal data.
Processing of these categories is severely restricted.

THE ROLE OF CONSENT

IN THE CONTEXT OF
EMPLOYMENT

One common misconception about personal
data and its use is that this must always be
justified on the basis of consent.

However, the GDPR provides several grounds on which
processing personal data can be justified. Technically
speaking, any activity where personal data is processed
must be based on the most appropriate ground. Employers
wishing to fulfil their end of the employment contract

by paying employees their due salary will require an
employee’s bank account number. The employer will

be processing that personal data not on the basis of an
employee’s consent, but because that information is
necessary to perform the employment contract. Even
where employees are monitored in any way or form, again
employee consent is rarely the most appropriate ground.
Arguably, the employer does so in pursuit of its own
legitimate interests, for example to protect its intellectual
property or key IT assets.

The need to identify the most appropriate ground on
which to process personal data is, however, not the

only explanation why consent is not often used within

an employment context. To be valid, consent must be
specific and informed. Critically, it must be given freely.
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The person giving consent must not be under any duress
and must be able to revoke consent without any adverse
consequences. An employment relationship is inherently
characterised by an imbalance in power between employer
and employee, which poses a major hurdle for employees
to freely provide their consent. Hence, occasions where
employee consent may be a valid ground for processing
personal data are going to be exceedingly rare, and the
choice for consent in the employment context is likely to

be challenged by data protection authorities.

INCREASED
TRANSPARENCY
REQUIREMENTS

The obligation to provide individuals with
information about the processing of their
personal data is not new. Privacy statements
and notices are a well-known requirement.

The GDPR, however, raises the bar in terms of
transparency, intelligibility of the language that is used,
and the amount of information that must be provided.
Any form of communication towards individuals, be it via
a privacy statement, responses following requests for
the exercise of an individual right, or communications
following data breaches, must use clear and plain
language, and must be concise, transparent and easily
accessible. The intended audience of the information
must be borne in mind also and, where appropriate, the
complexity of the language used should be adapted.

This information must, generally speaking, be provided

at the time of collection of the personal data. For

example, where a person submits a CV for an online job
application, an appropriate privacy notice must be in place.
As mentioned, the GDPR has increased the amount of
information that such notices must contain.

THIS INCLUDES:

v/ Theidentity and contact details of the organisation
processing the personal data

v/ The purposes for which the personal data is processed

v/ Any recipients to whom the personal data will be
disclosed



The contact details of the Data Protection Officer

(if appointed)

The grounds on which the personal data is processed
How long the personal data will be stored

Whether the data will be transferred internationally
That complaints can be lodged with a supervisory
authority

The consequences of not providing personal data
That consent - where given - can be withdrawn

The rights the individual can exercise

If any automated decision-making is involved in the
processing that is carried out.
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Tackling the amount of information that must be provided
and ensuring that it is delivered intelligibly and in an easily
accessible form may often prove challenging. One potential
solution may be found in using what is called a ‘layered’
approach to providing information. This approach ‘layers’
the delivery of all the required information by gradually
stepping up the level of detail and amount of information
that is provided to the individual. A condensed notice may
contain basic detail such as the identity of the organisation
and the purpose of the collection of the personal data,
provided it links to a more extensive privacy statement
containing all the necessary information.

In any case, the GDPR warrants a thorough review
and possibly revision of existing privacy notices and
statements, be they online or as part of employment
contracts, internal work regulations or other.

POWER TO THE INDIVIDUAL
- DATA SUBJECT RIGHTS

Among many of the GDPR’s benefits is its
emphasis on individual empowerment over
their personal data in the form of data subject
rights. These are rights granted to individuals
which they can exercise, for example, to learn
if a company has any of their personal data
and to have access to it, to object to receiving
direct marketing, or to rectify any inaccuracies
in their personal data.

The GDPR's innovation in this regard is twofold. The
timeline for organisations to respond to individuals
exercising a certain right has been reduced to one
month - with limited exceptions for complex cases.
This emphasises the need to have robust procedures and
processes in place which allow prompt identification and
handling of individual requests. One wholly new and
much-discussed right has also been created: the right
to data portability. Perhaps surprising to some, the
high-profile right to erasure, also known as the right to be
forgotten, is not a new right. Indeed, it is very much part of
the existing register of data subject rights.

This latest addition leads to the following portfolio of data
subject rights:

* Theright of access

+ Theright to rectification

* Theright to erasure

* Theright to restriction of processing
+ The right to data portability

* Theright to object

+ Theright not to be subject to automated individual
decision-making resulting in decisions having legal or
significant effects.

Itis important to note that some of these rights apply only
in specific circumstances, whereas others, such as the

right of access or the right to rectification, are general in
nature. For example, where an individual asks for his or her
address to be updated or corrected, that request must be
complied with.

RIGHT OF ACCESS

Under the right of access, individuals have the right

to learn if an organisation or business processes their
personal data, to receive further information if that is the
case, and to also receive a copy of their personal data that
is being processed. The scope of this right extends to all
of the personal data that is being processed on a given
individual. Where an employee submits an access request
without specifying what exactly he or she is looking for,
an employer generally cannot limit its delivery of personal
data to include only specific employee records.

Since training records, performance evaluations, or
management feedback also qualify as personal data,
these data should also be included. Where these would

be collected or captured as part of an evaluation process,
specific appraisal comments should also be provided,
even where they are finally included or summarised in
evaluation reports. Where such personal data is captured
through specific evaluation or training software, the GDPR
indicates that it would be most appropriate to provide that
personal data in electronic form.
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RIGHT OF ERASURE

The right to erasure is a high-impact right, which can
trigger the mandatory deletion of personal data. However,
not every request for erasure must automatically be
complied with. The GDPR identifies specific grounds for
individuals to request erasure. These include withdrawal
of consent, or the personal data simply no longer

being necessary for the purpose it was collected for.
Consequently, deciding if a request for erasure is valid
often boils down to a case-by-case analysis. Employee
training and certification records can be safeguarded from
an individual erasure request where the employer must be
able to prove its personnel was qualified in order to carry
out regulated activities - including set periods of time after
those activities have been carried out. Where employees
can freely upload pictures to their platform profile, they
are able to withdraw their consent for the use of their
picture. Consequently, requests to erase that personal
data, the photo, should generally be abided by.

RIGHT TO DATA PORTABILITY

Similar complexity faces the right to data portability, which
aims to provide individuals with the right to receive a copy
of the personal data they provided in a commonly used
machine-readable format, and to have that personal data
transmitted to another organisation. Much of the scope

of this new right is still unchartered territory, and its full
impact will only become clear over the next months or
even years.

The right to data portability is similar to the right of access,
under which individuals must be provided with a copy of
their personal data if they request it. However, the right to
data portability applies only where processing is based on
consent or is strictly necessary for the performance of a
contract. The latter must be interpreted narrowly. Payroll
activities are strictly necessary for the performance of the
employment contract. It is not fully clear if performance
management data is strictly necessary for that purpose.
These activities may be carried out on a different ground,
namely the legitimate interest of the employer. This
would disqualify such data from the scope of the right to
data portability. However, the data would still have to be
provided under the right of access, which does not face
these kinds of limitations.

Determining what personal data must be provided is

not free of challenges either. The GDPR provides an origin-
based criterion, namely that the personal data must be
actively provided by the data subject. Regulators have
expanded this by including data that is ‘observed’ from an
individual's behaviour or actions. While direct examples
include usernames, age, addresses etc., this must also be
understood to include data which is observed from the
individual's behaviour or actions, which may include test
results and answers. By contrast, any data that is created
on the basis of the observed or provided personal data, so-
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called inferred and derived data (a user profile generated
on the basis of automated analysis of test and training
results), may not be covered by the right to data portability.

DOCUMENT WHAT
YOU DO - RECORDS OF
PROCESSING ACTIVITIES

The innovation of this obligation lies not just in the fact that
the notification obligation has turned into a self-regulatory
mechanism, but also in the expansion of its scope. Where
some processing activities could be exempt from having

to be notified (among which are HR-related processes), the
obligation to maintain records of processing activities is
general in nature.

In its simplest form, this requires any organisation to
maintain a register of any of its processes - be they
business, IT, support or other - which may involve
personal data.

This effort is critically different from mapping data flows,
as these records aim to provide an overview of what
personal data is used within a given process, rather

than visualising data lineage through an organisation.

In their function as a register of an organisation’s data
processing activities, creating and maintaining these
records is closely tied to principle of accountability. The
register will also serve as a first point of information for
supervisory authorities and must be made available to
them at first request.

Broadly speaking, records of processing activities must
contain the name and contact details of the organisation
and, if designated, the data protection officer. The records
must detail the purposes of the processing activities and



describe the categories of personal data and data subjects
(individuals whose personal data is being processed).

It is recommended to take care in defining these
purposes clearly and precisely, as opposed to a generalist
approach. While employee data is arguably processed
‘for HR purposes’, it is possible to discern various more
specific purposes tied to specific processes: recruitment,
payroll administration, workforce planning, career
management, employee appraisal etc. This level of detail
may serve as a more suitable blueprint for HR-related
records of processing. It may also aid in better defining
what categories of personal data and data subjects are
associated with specific processing activities.

Furthermore, the records should detail the categories

of recipients to whom the personal data is or will be
disclosed and to which countries the personal data will be
transferred. Where, for example, a payroll service provider
would be engaged, this party should be identified as a
recipient within the record for payroll processing. Where
possible, the record should indicate the time limits for
erasure of the personal data. These time limits may take
into account several parameters, such as the purpose

for which the personal data is processed, or other strict
criteria such as any legal obligation to retain the personal
data for a set amount of time. It should not be surprising
that personal data related to unsuccessful job applicants
should be erased much sooner than employee data which
falls under several legal retention obligations. Finally,

the records should provide an overview of the security
measures that are in place to protect the personal data.

Organisations employing fewer than 250 employees

are exempt from maintaining these records, but there

are several exceptions to the rule. If an SME processes
sensitive personal data, or if its processing activities

are not occasional, it will still have to comply with this
obligation. HR-related processing is very much part of an
organisation’s common activities and not considered an
occasional activity. It is recommended as a best practice
to create records of all processing activities regardless this
exemption. Maintaining a register of processing activities
adds to accountability and putting it together can serve as
a useful awareness and discovery exercise.

With the obligation to create records of processing
activities, comes the obligation to maintain those

records. The register is a living document. Whenever new
processing activities are undertaken, or if substantial
changes to existing processes are made, the register must
be reviewed and updated where necessary.

SETTING PRIVACY
IN STONE - CONTRACTING
SERVICE PROVIDERS

Nowadays, organisations that have not outsourced any of
their HR-related processes, such as payroll, are few and far
between. Under current law, these contracts need only a
minimal set of privacy-related clauses. Broadly speaking,
the contract with the processor must include clauses
stating that the service provider processes personal data
only on instruction of its controller, and that it will provide
adequate security measures to protect the personal data
that it processes.

The GDPR repeats the need for processors to be bound
by a contract, the data processing agreement. However,
the content of the data processing agreement and the
stipulations it must contain has been regulated more
strictly. A bird's-eye view of this new and updated
obligation quickly reveals that the variety and number
of clauses necessary for a data processing agreement
to meet the minimum standard required has increased
significantly.

The contract must be sure to be binding on the processor
and describe with some detail the processing that is
carried out: its nature, subject-matter, duration, scope,
purpose, as well as what and whose personal data is
being processed. It should contain the necessary clauses
requiring the processor to provide appropriate security
measures for the personal data that it processes, and

that its staff are bound by confidentiality obligations.
Additional clauses need to be in place instructing the
processor to assist its client in dealing with data subject
requests, data security, data breaches, and data protection
impact assessment. It must detail that the processor must
provide evidence for its compliance with the contract

and to allow for audits and even inspections when so
requested, and what it must do with the personal data

it processes at the end of the contract - to return or to
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delete it. The processor must be instructed to inform its
controller whenever one of its instructions would infringe
the GDPR or other applicable data protection law. Finally,
the contract should stipulate under what conditions or
mechanism the processor may engage subprocessors and
may or may not transfer personal data outside of

the European Economic Area.

In practice, this scaled-up obligation requires a significant
effort in terms of contract revision and, possibly,
renegotiation. In this respect, the restrictions that
come with having limited bargaining powers are curbed
by the fact that having these clauses in the contractis
simply a matter of compliance. Some exceptions exist
where a party’s weight can, however, play a role in
deciding the outcome of a specific clause or mechanism.
One such example would be on the matter of engaging
subprocessors: either the processor is granted a general
consent to do so, or specific authorisation for such an
engagement is required.

Afirst step in complying with this obligation requires
identification of all parties that qualify as processors.

For the most part, this identification poses few problems.
Identifying parties such as payroll service providers as
processors is relatively straightforward. However, this
concept may also apply in less obvious cases, especially
when considering IT-related services and cloud computing,
platform and application hosting services. Parties who
perform abstract activities such as hosting applications
with employee data from another organisation qualify as
processors. Hence, the effort to putin place compliant
data processing agreements is often preceded by an
extensive third-party mapping exercise.

WHEN SECURITY GOES
AWRY - MANAGING
DATA BREACHES

There is no privacy without security. It should
come as no surprise that under the GDPR,
processing personal data comes with the
obligation to ensure the security of that
personal data.
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Security can be technical in nature: ensuring access to
personal data is limited and based on job descriptions,
encrypting personal data in transit, patching up software
as soon as possible etc. Organisational measures should
also be considered: identifying and appointing roles

and responsibilities, providing appropriate and regular
training and awareness sessions, imposing confidentiality
obligations... all of these form part of responsible
information security programmes.

Any organisation must, however, realise that, no matter
how effective the measures it takes, security breaches
are a reality. The question no longer is if something will
go wrong, but when. The GDPR adds another important
aspect to that question, namely determining if the security
breach has any impact on personal data - a so-called data
breach. This is the case when a breach of security leads
to accidental or unlawful destruction, loss, or alteration
of personal data, or where it is subject to unauthorised
disclosure or access. The scope of this definition is broad
enough to cover a variety of incidents, ranging from
emailing personnel files to the wrong addressee, to the
hacking of databases containing employee records, to the
loss of paper records of job interviews.

Where a data breach has occurred, depending on the risk
posed by breach, up to three possible actions will need to
be taken:

ACTIONS:

1. documenting the breach
2. notifying the supervisory authority of the breach
3. communicating the breach to the affected individuals.

As arule, all data breaches need to be documented. This
can lead to the creation and maintenance of a register

of data breaches, much like the register of processing
activities. No matter its form or structure, the record
should contain at least the details of the breach: the cause
and nature of breach, the types and amount of personal
data, individuals, and records it has affected, as well

as its likely consequences, and what remedial action is
being taken to mitigate its effects. Where the breach is
evaluated, and its impact is not considered serious enough
to warrant notification or communication, it is considered
best practice to include this in the breach’s record for
evidentiary purposes.

Where the consequences of the data breach are likely

to pose a risk to the individuals whose data have been
impacted, the breach must be notified to

the competent supervisory authority (in this context

the word ‘competent’ means the authority that has the
jurisdiction with regards to the breach. In most cases, this
is determined by territory). This risk assessment should
be based on a number of factors, such as the nature of
personal data involved, the potential damage the breach



may cause, the amount of data that is affected. This
notification must contain information similar to its internal
record. The supervisory authority must be informed of the
nature of the data breach, the categories and approximate
numbers of individuals and records impacted, the possible
consequences of the breach and the remedial actions
planned or taken. Contact details of a data protection
officer, or other point of contact, must also be provided.
Notably, this notification must be done within 72 hours
after becoming aware of the breach. In limited cases,
where a data breach is particularly complex, a notification
can be made in phases - provided this is not used as an
excuse for unnecessary delay.

Data breaches which are likely to resultin a high risk
involved must not only be documented and notified, but
also communicated to the individuals whose personal data
has been impacted. This communication should be

made as soon as possible and must provide essentially the
same information as is provided in the notification to the
supervisory authorities. However, the GDPR's demand for
transparency and easy-to-understand terms comes into
play here as well. Whatever the form or medium of the
communication, its language should be intelligible and free
of technical jargon. Liaising with PR and communication
departments in order to define an appropriate strategy

is a recommended practice.

PRIVACY'S CHAMPION -
APPOINTING DATA
PROTECTION OFFICERS

Deemed a pillar of accountability, the GDPR
has institutionalised a new pivotal role and
key player in privacy governance - the Data
Protection Officer (“DPO”). The DPO will serve
as a point of contact and intermediary for
supervisory authorities, individuals, and the
business.

He or she will be in a unique position to provide training
to employees and raise awareness on the importance of
privacy compliance. Employees, and their organisation as
a whole, must be able to turn to the DPO for advice on all
matters related to privacy. The DPO must monitor if the

organisation processes personal data in compliance with
the GDPR, any other applicable legislation, as well as any
internal policies. This may include performing internal
audits and assigning further internal responsibilities.

Not every organisation will have to appoint a DPO. While
the benefits of doing so make this a highly recommended
move and a best practice overall, the GDPR identifies only
a couple of situations in which this is mandatory. This is
the case where core activities consist of the processing of
what is referred to as sensitive personal data (for example
health data), or data related to criminal convictions, on
alarge scale. ADPO must also be designated where an
organisation’s core activities require large scale, regular
and systematic monitoring of individuals. This should be
interpreted broadly and flexibly. Regulators indicate that,
for example, global customer loyalty programmes may
trigger the need to appoint a DPO. The activities used

as a benchmark to identify whether or not a DPO is
mandatory must be ‘core’ activities, as opposed to
activities which support the core business. This could
be taken to mean that, in some cases, HR-related
processes alone will not trigger the need for a DPO.

Where a DPO is appointed, be it voluntarily or otherwise, a
number of key requirements must be taken into account.
The requirements are varied in nature, and relate to the
DPO's expertise, accessibility, position and independence
within the organisation. Some of these requirements relate
directly to the qualifications of the person designated

to fulfil the role. Albeit that the exact level of expertise
required may be context specific, the DPO must have
expert knowledge of data protection law and practices.
Personal qualities such as a high level of integrity and
professional ethics should also be considered.

Careful thought must be given to the DPO's position, role,
and job description. This person must be given adequate
resources to perform their tasks, which can and should be
interpreted broadly. This includes sufficient time, financial
resources, access to staff, channels of communication,
continuous training and support by senior management.
The DPO must also be able to function independently:
they should not receive any instructions and must report
directly to the highest level of management. Penalising or
dismissing a DPO in any way or form for simply performing
their tasks, is considered a direct infringement of this
independence. Conflicts of interest must also be avoided
at all costs. These could arise where the DPO also holds

a conflicting position, including senior management such
as heads of departments (HR, IT, marketing...) or another
role where decisions on the use of personal data are made.
Whether the combination of certain positions truly gives
rise to a conflict of interest will, however, require a careful
case-by-case analysis.
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THINK BEFORE YOU ACT -
DESIGNING FOR PRIVACY

The GDPR wants privacy and the protection

of personal data to no longer be treated as

an afterthought. Instead, privacy and data
protection principles must be taken into account
during the design phase and the lifecycle of
processing activities (‘privacy by design’).

In addition, the GDPR demands privacy to become the
default setting of processing operations; ensuring that
only the necessary amount of personal data is processed,
that it is not stored for longer than necessary, and that
access is as limited as possible (‘privacy by default’).
These are multi-faceted and broad concepts which are
most easily associated with software development, IT
applications and the like, making it easier to imagine what
kind of controls may be in line with a privacy by design
approach (e.g., encryption, enforcement of strict access
controls). However, organisational measures such as the
implementation of appropriate policies and procedures
have an equal role to play. Embedding privacy by design
and default into processes should always be approached
from a technical and an organisational point of view.

One major element of privacy by design consists of
carrying out Data Protection Impact Assessments (‘DPIA’):
an evaluation process aimed at discovering privacy risks
and identifying appropriate remediation measures before
a new process, project, or tool is initiated or implemented.
While the concept of ‘Privacy Impact Assessment’ (‘PIA) is
not entirely new, the GDPR has now regulated this concept
by defining when a DPIA must be carried out, and what

a DPIA should consist of. As a rule, where a processing
activity is likely to result in a high risk to individuals, a
DPIA must first be carried out. No strict definition of what
exactly is ‘likely to result in a high risk’, but the GDPR and
regulators provide some criteria. Use of a new technology
or innovative solutions, use of sensitive data, systematic
monitoring, processing on a large scale, vulnerable
individuals (children, or even employees), etc. are

criteria that may indicate a likely high risk to individuals.
Additionally, supervisory authorities are gradually
releasing lists of activities for which carrying out a DPIA

is, or is not, required.
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While the GDPR nor guidance defines how exactly a DPIA
must be carried out, some main elements must always be
taken into account. A DPIA must always be carried out prior
to the envisaged processing, as early in the design stage as
possible. It should be updated throughout the processing
lifecycle in case certain elements change - a DPIAis a
process, not a one-time, one-off action.

A DPIA MUST ALSO HAVE FOUR KEY FEATURES:

1. It must systematically describe the processing activity
and its purposes - not dissimilar to the information
contained in records of processing activities.

2. Itisrecommended to include functional descriptions,
and an identification of all assets involved (hardware,
software, transmission channels, etc.).

3. Itmustalso assess the necessity and proportionality of
the activity. This assessment includes evaluating if the
activity is justified and if the personal data is limited
to what is strictly necessary. Additional considerations
could be taken into account in this step also, e.g.,
verifying if a data processing agreement has been
concluded where a processor will be engaged.

4. Critically, the DPIA must contain a risk assessment: it
must identify the risks posed by the processing activity
to the individuals involved, evaluate these risks, and
identify appropriate mitigating measures. Where the
residual risk is identified as high, the supervisory
authority must be consulted so that it may for example
provide advice on how to move forward.

CONCLUSION

The General Data Protection Regulation is living
up to its reputation as a watershed piece of
legislation.

The extent of its obligations and requirements leave few
departments untouched across an organisation. This is no
different for HR departments, which have not only a strong
internal role, but face exposure to the outside world as
well. Mature organisations may be able to build on existing
governance structures, processes and controls to tackle
the GDPR. For others, it offers a unique opportunity and
challenge to revise their practices, and to elevate this effort
from a compliance exercise to a journey which recognises
privacy as a business enabler.

Regardless of current levels of compliance, any
organisation would do well to kick off their efforts as
soon as possible.



KEY ACTIONS

Key actions, as also recommended by data
protection authorities, include the following:

1. Raise overall privacy awareness in your organisation

2. Document what personal data you hold, where it came
from and who you share it with

3. Verify if privacy notices and policies are in place and meet
GDPR requirements

4. Create and implement a procedure to manage and
respond to data subjects’ requests

5. Identify the lawful basis for your processing activities

6. Review how you seek, record and manage consent

7. Elaborate whether you need to put systems in place in
order to verify individuals' ages and obtain parental or
guardian consent where necessary

8. Review contracts with third parties and ensure that they
contain a privacy clause and other GDPR requirements

9. Identify international data transfers (transfers of personal
data outside the EEA) and ensure the appropriate data
transfer mechanisms are in place

10. Create and implement a data breach management and
notification procedure

11.  Analyse the need for a DPO and appoint one if necessary

12. Consider privacy implications from the start of new

projects, the implementation of a new tool or platform
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